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Abstract— The evolving threat of terrorism in Indonesia has led to the development of counterterrorism laws
aimed at combating both domestic and international terrorist activities. Since the Bali bombings in 2002,
Indonesia has enacted a series of legal frameworks, such as Law No. 15 of 2003 and its amendments through Law
No. 5 of 2018. However, these laws have raised significant concerns about human rights violations, especially
regarding the treatment of detainees, preventive detention, and arbitrary arrests. This study adopts a qualitative
research methodology, combining doctrinal legal analysis and empirical data gathered from interviews with legal
experts, policymakers, and practitioners. It critically examines the compatibility of Indonesia’s counterterrorism
laws with international human rights standards, focusing on their implementation, particularly in relation to the
fundamental values of Pancasila—the state ideology of Indonesia, which emphasizes social justice, unity, and
human dignity. The results highlight several key challenges, such as the need for stronger oversight mechanisms,
more effective deradicalization programs, and a comprehensive approach to online radicalization. The study
concludes with recommendations for integrating Pancasila principles more thoroughly into counterterrorism
strategies, strengthening international cooperation, and ensuring that security measures do not infringe upon
individual rights. By addressing these issues, Indonesia can enhance the effectiveness of its counterterrorism
efforts while adhering to its commitment to human rights and social justice.

Keywords— Counterterrorism, Indonesia, Pancasila, human rights, deradicalization, legal frameworks,
terrorism laws, social justice.
1. INTRODUCTION

The threat of terrorism in Indonesia has become a major concern over the past few
decades, given its social, political, and economic impacts. Since the Bali bombing in 2002,
Indonesia has faced a series of major terrorist attacks involving both domestic and international
networks. Terrorism in Indonesia continues to evolve, with terrorist groups operating not only
locally but also connecting with international organizations such as ISIS. Although Indonesia
has enacted various laws to combat terrorism, such as Law No. 15 of 2003 on the Eradication
of Terrorism and Law No. 5 of 2018, which amends Law No. 15 of 2003, many challenges still
remain in the implementation of these policies.

In addition to theoretical legal challenges, there are several pressing legal issues in
practice. One of the biggest issues is the tension between the need to tighten laws and respect
for human rights. The arrest and detention of suspected terrorists often raise questions about
whether the actions of law enforcement officers align with the principles contained in

Pancasila, such as social justice, unity, and respect for human dignity. For instance, in several
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cases, individuals suspected of being involved in terrorist networks have been detained without
clear evidence, often receiving treatment that is considered a violation of human rights, such
as torture or unlawful detention. One such case that sparked protests from human rights groups
involved the detention of individuals suspected of links to ISIS, raising concerns about whether
proper legal procedures were followed.

Another issue is the application of controversial legal provisions, such as those that allow
for indefinite detention of suspected terrorists. Critics argue that these policies open the door
to abuses of power by law enforcement officers, potentially harming individuals who have not
been proven guilty. For example, in the case of the detention of Indonesian citizens suspected
of involvement with ISIS, while these actions are largely focused on national security, they
have sparked debates over individual freedom and the right to a fair trial. In some instances,
suspected terrorists have been detained without clear evidence and without transparent legal
proceedings.

On the other hand, radicalization through the internet has become a major challenge in
the fight against terrorism. As technology advances, many terrorist groups exploit social media
and digital platforms to spread radical ideologies and recruit new members. This phenomenon
adds complexity to the challenge of law enforcement, as although the Indonesian government
has made efforts to block radical websites, extremist content continues to proliferate and is
difficult to control. Decisions made by the Ministry of Communication and Information to
block radical content are often seen as ineffective, as extremist groups are quick to adapt by
using new platforms to disseminate their radical views.

Further challenges arise in the implementation of deradicalization programs for terrorism
convicts, which are part of Indonesia’s strategy to reduce future terrorist threats. While various
programs have been designed to rehabilitate terrorism convicts and prevent them from
returning to violence, there have been criticisms regarding the effectiveness of these programs.
Many argue that these programs are often not adequately evaluated or consistently
implemented across Indonesia. There have even been reports suggesting that some terrorism
convicts returned to extremist activities after undergoing deradicalization programs. This issue
highlights the limitations of policy implementation, which treats terrorism solely as a criminal
issue rather than a complex social phenomenon.

Moreover, counterterrorism efforts are often marked by an imbalance between repressive
policies and rehabilitation. More aggressive measures, such as pre-emptive arrests and
extended detention without clear judicial review, may often lead to violations of human rights,

as seen in several cases reported by human rights organizations. For example, repressive
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actions against individuals suspected of being part of terrorist networks may create social
tensions in society, which could, in turn, exacerbate the problem of radicalization.

The application of Pancasila values in counterterrorism policies offers a more holistic
perspective that considers not only security but also human dignity and social justice. However,
despite Pancasila being widely accepted as the foundation of the state, the application of these
values in counterterrorism policies still faces various challenges, especially in the modern
context, which is fraught with digital and international threats. Counterterrorism policies that
focus solely on security may overlook more fundamental principles in Pancasila, such as social
justice and humanity, which could actually strengthen Indonesia's approach to tackling the
increasingly complex terrorist threats.

This challenge is also evident in the law enforcement efforts that do not always take into
account the social and cultural aspects that play a significant role in radicalization. While
security-focused policies are necessary, they must be based on a deeper understanding of the
social, economic, and political backgrounds that contribute to terrorism in Indonesia. In
practice, efforts to prevent radicalization through social and cultural approaches are often
overlooked, yet these approaches are key to creating a more tolerant and peaceful society.

This research aims to further explore how Pancasila values can be better integrated into
counterterrorism policies and law enforcement in Indonesia. Given the evolving and complex
threats, it is crucial to formulate policies that not only consider security concerns but also
respect human rights and social justice, which are the foundational principles of the Indonesian

state.

2. LITERATURE REVIEW
The Evolution of Counterterrorism Laws in Indonesia

Indonesia’s counterterrorism laws, particularly Law No. 15/2003 and Law No. 5/2018,
have been at the center of debates regarding the state’s approach to tackling terrorism. Hosen
(2018) argues that these laws were an essential response to the growing threat of terrorism,
particularly following the Bali bombings. However, Sadadi (2020) suggests that while the laws
have improved Indonesia's ability to combat terrorism, they also face criticism for potentially
infringing on civil liberties. Scholars like Ertirk (2020) have examined similar trends in
counterterrorism laws globally, concluding that the balance between security and human rights
remains a delicate issue.

The expansion of preventive detention powers under Law No. 5/2018, which allows for

the arrest of suspects based on suspicion of terrorism-related activities, has raised concerns
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over its compatibility with international human rights norms. Suatmiati (2020) and Setiyono
(2021) argue that these provisions may lead to abuses of power, and Rucktéschel et al., (2019)
highlights how such preventive measures in counterterrorism laws have often led to arbitrary
detention and human rights violations in other countries.

Pancasila and Human Rights in Counterterrorism

The philosophical foundation of Pancasila has long been regarded as central to
Indonesia’s national identity and legal framework. Scholars have suggested that its values can
provide a unique approach to counterterrorism that incorporates human dignity, social justice,
and unity. Lamchek (2020) highlights that while Indonesia emphasizes Pancasila in its national
ideology, the government’s counterterrorism policies often clash with human rights principles,
particularly in cases involving extrajudicial arrests or torture during interrogations. Tan (2019),
in their study of counterterrorism laws in Asia, discuss the importance of balancing state
security with the protection of individual freedoms, a balance that Pancasila is designed to
maintain.

Furthermore, Mansour-Ille (2020) explores how Pancasila’s values of human rights can
provide a guiding framework for counterterrorism measures that respect the dignity of those
accused of terrorism. However, Hettiarachchi (2021) argue that the increasing
internationalization of terrorism presents challenges for countries like Indonesia, where the
emphasis on Pancasila may not always align with international counterterrorism norms that
prioritize aggressive law enforcement.

Radicalization, Social Media, and the Changing Nature of Terrorism

The role of social media in radicalization has emerged as a critical issue in contemporary
counterterrorism discourse. Hollewell (2021) notes that terrorist groups are increasingly using
digital platforms to spread extremist ideologies, recruit members, and plan attacks. Kadivar
(2020) explains that while Indonesia has implemented measures to block radical websites, these
efforts often fall short due to the adaptability of extremist groups. This issue is mirrored
globally, as Wolfowicz (2019) points out that online radicalization remains one of the hardest
aspects of counterterrorism to regulate internationally.

In contrast, Akram (2023) argue that digital counterterrorism strategies, including cyber
policing and social media surveillance, should be integrated into national legal frameworks.
However, they caution that such measures must be carefully calibrated to avoid infringing on
freedom of expression and privacy, an issue that is particularly relevant in Indonesia, where

internet censorship has been controversial.
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Deradicalization Programs: Effectiveness and Challenges

Indonesia’s deradicalization programs, which aim to rehabilitate terrorists and prevent
recidivism, have garnered significant attention. Hettiarachchi (2019) highlights the challenges
in implementing effective deradicalization, noting that while some programs have shown
positive results, many terrorism convicts remain unreformed. International studies, such as
Ogunnubi (2024), show that deradicalization programs in other countries face similar
challenges, with only a minority of participants successfully reintegrating into society without
returning to violent extremism.

Further, Webber (2020) examines the long-term efficacy of deradicalization programs in
Southeast Asia, concluding that rehabilitation efforts must be supported by broader societal
changes. This view is supported by Webber (2018), who argue that deradicalization in
Indonesia has been hindered by the lack of a comprehensive approach to social reintegration.
These findings underline the importance of not viewing terrorism solely as a criminal justice
issue but as a complex social phenomenon requiring long-term rehabilitation and community
engagement.

The Role of International Cooperation in Counterterrorism

The transnational nature of terrorism necessitates international collaboration, which has
been particularly relevant in Indonesia’s counterterrorism efforts. According to Parker (2019),
international partnerships such as ASEAN’s counterterrorism agreements have contributed to
Indonesia’'s success in combating terrorism. Suatmiati (2020) emphasize the importance of
regional cooperation in addressing terrorism in Southeast Asia, suggesting that a shared
approach to combating radicalization and terrorist financing could yield more sustainable
results.

International law scholars, including Setiyono (2021), advocate for a more globalized
approach to counterterrorism that involves collaborative intelligence sharing, joint military
operations, and unified strategies against online extremism. However, Rucktaschel et al.,
(2019) cautions that while international cooperation is necessary, it must align with national
legal frameworks and respect each country’s sovereignty.

Gaps in the Literature and Future Research Directions

Despite the breadth of research on counterterrorism in Indonesia, gaps remain in the
literature. One major area for future research is the integration of Pancasila into
counterterrorism policy, as scholars such as Lamchek (2020) suggest that its potential in
guiding policy and practice remains underexplored. Moreover, the effectiveness of

deradicalization programs and their long-term success in preventing recidivism among former
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terrorists still requires further investigation. Scholars like Hettiarachchi (2020) have called for
more robust evaluation mechanisms to assess the true impact of these programs.

Finally, with the growing concern over online radicalization, the role of digital platforms
in facilitating terrorism calls for urgent research into effective cyber counterterrorism
strategies, as highlighted by Olusola (2024).

3. RESEARCH METHODOLOGY

This study adopts a qualitative research methodology, utilizing a doctrinal legal analysis
combined with empirical data to explore Indonesia's counterterrorism laws and their integration
with Pancasila. The doctrinal analysis focuses on examining legal texts, judicial interpretations,
and government policies related to counterterrorism laws, including Law No. 15/2003, Law
No. 5/2018, and other relevant legal instruments. In parallel, empirical data is gathered through
interviews with legal practitioners, policymakers, and experts in counterterrorism, providing
insights into the practical application of these laws in Indonesia's fight against terrorism. The
combination of doctrinal analysis and empirical investigation allows for a comprehensive
understanding of how legal frameworks function in practice and how Pancasila principles are
incorporated into the counterterrorism approach. This mixed-method approach ensures that
both theoretical and practical perspectives are considered, offering a robust analysis of the
challenges and opportunities in Indonesia's counterterrorism strategy. Scholars such as Webber
(2020) emphasize the importance of doctrinal analysis in understanding the legal complexities
of counterterrorism laws, while Parker (2021) highlights the value of empirical approaches in

capturing the real-world implications of these legal frameworks.

4. RESULTS AND DISCUSSION
1. The Compatibility of Counterterrorism Laws with Human Rights Principles in
Indonesia
Indonesia’s counterterrorism legal framework, primarily governed by Law No. 15 of 2003
on the Eradication of Criminal Acts of Terrorism and its amendment, Law No. 5 of 2018, has
been designed to enhance the government’s capacity to combat terrorism. These laws provide
law enforcement with broad powers, such as preventive detention and surveillance, aimed at
disrupting terrorist activities. However, these powers raise significant concerns about
compliance with human rights standards, particularly in terms of arbitrary detention and the
presumption of innocence, which are enshrined in both domestic law and international human

rights conventions. While the objective of maintaining national security is valid, the potential
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for human rights violations poses a serious challenge to the balance between security and
fundamental freedoms.

One of the most contentious provisions in Indonesia’s counterterrorism legislation is the
extension of detention periods without formal charges. Law No. 5 of 2018 allows for detention
of suspects for up to 200 days without formal indictment—a significant extension from the
previous 7-day limit under the earlier law. This provision directly contrasts with international
human rights norms, including the International Covenant on Civil and Political Rights
(ICCPR), ratified by Indonesia through Law No. 12 of 2005, which mandates that anyone
detained must be promptly informed of the charges and brought before a judicial authority.
Prolonged detention without judicial review risks violating Article 9 of the ICCPR, which
protects against arbitrary arrest and detention, and has been the subject of critique by both
domestic human rights organizations and international bodies such as the United Nations
Human Rights Committee.

In addition to extended detention, the legal framework also grants law enforcement the
authority to conduct arrests based on suspicions rather than concrete evidence. The broad
discretion given to authorities under Article 28 of Law No. 5 of 2018 to arrest individuals
suspected of planning or supporting terrorism without requiring clear evidence creates a high
risk of abuse of power. This provision contradicts the fundamental principle of presumption of
innocence as stipulated in Article 8 of Law No. 48 of 2009 on Judicial Power and Article
28D(1) of the Indonesian Constitution, which guarantees fair and impartial legal proceedings.
Instances where individuals have been detained without sufficient evidence have raised serious
concerns about arbitrary enforcement and the undermining of public confidence in law
enforcement agencies.

The definition of terrorism in Indonesia’s legal system further complicates matters. The
legal definition under Article 1(2) of Law No. 5 of 2018 is criticized for being vague and
overbroad, encompassing any act that causes widespread fear or disrupts public order. Such an
expansive definition opens the door to misinterpretation and potential misuse, where legitimate
political dissent or peaceful activism may be labeled as terrorism. Human rights organizations,
including Amnesty International, have documented cases in regions like Papua, where activists
have been detained under counterterrorism laws for advocating for political autonomy. This
misuse undermines Pancasila’s principle of social justice and the democratic values protected
by Article 28E of the Constitution, which guarantees freedom of expression and association.

Another significant issue is the lack of effective judicial oversight in the implementation

of counterterrorism measures. Although judicial review mechanisms are theoretically
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embedded within the law, in practice, these reviews are often delayed or perfunctory, lacking
transparency and independence. Judicial oversight is crucial in maintaining a balance between
security and human rights, ensuring that law enforcement actions are subject to legal scrutiny.
Comparative legal systems, such as in Germany under the Basic Law or Canada’s Anti-
terrorism Act, require regular judicial review for detentions, safeguarding against arbitrary state
action. Strengthening judicial oversight in Indonesia could enhance the accountability of
counterterrorism operations and prevent potential human rights violations.

Furthermore, reports of extrajudicial killings and torture during counterterrorism
operations reveal severe breaches of international human rights law. These practices, often
justified as necessary for national security, violate Article 7 of the ICCPR and Article 28I1(1)
of the Indonesian Constitution, which prohibit torture and cruel treatment. The principles of
Kemanusiaan yang Adil dan Beradab (Just and Civilized Humanity), central to Pancasila, are
thus fundamentally at odds with such repressive measures. Addressing this issue requires
stronger enforcement of anti-torture provisions, such as those outlined in Law No. 39 of 1999
on Human Rights and further training for law enforcement on human rights standards.

The integration of digital surveillance into counterterrorism efforts has also raised
concerns about privacy and freedom of expression. The Electronic Information and
Transactions Law (ITE Law) has been used to monitor online content and restrict the
dissemination of radical ideologies. However, the broad application of this law has led to
overreach, where online dissent and political expression are sometimes targeted under the guise
of counterterrorism. This contradicts Article 28F of the Constitution, which guarantees the right
to seek and impart information. Striking a balance between digital security and civil liberties
is essential, and adopting clearer guidelines aligned with the UN Guiding Principles on
Business and Human Rights could mitigate the risks of online censorship.

Indonesia’s deradicalization programs, intended to rehabilitate former terrorists, also
raise ethical concerns. Participation in these programs is sometimes coercive, with limited
transparency regarding their structure and effectiveness. Reports suggest that individuals
undergo deradicalization without adequate legal representation, raising questions about the
voluntary nature of these initiatives. Deradicalization efforts should align with Pancasila’s
principles of social harmony and focus on community reintegration rather than coercion.
Enhanced monitoring mechanisms and the incorporation of psychosocial support in these
programs could ensure that they are both effective and respectful of human rights.
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Public perception of counterterrorism policies is increasingly negative, particularly in
regions affected by state violence. Allegations of discrimination and profiling based on
ethnicity or religion exacerbate tensions and create an environment of distrust between
communities and law enforcement. This perception undermines the legitimacy of
counterterrorism efforts and risks further radicalizing vulnerable groups. Adopting community-
based policing models, rooted in Pancasila’s values, could foster stronger relationships between
law enforcement and local populations, promoting social cohesion and reducing the likelihood
of radicalization.

In conclusion, while Indonesia’s counterterrorism laws have strengthened national
security, they present significant human rights challenges. Ensuring compatibility with
domestic constitutional protections and international human rights standards is essential. By
narrowing legal definitions, enhancing judicial oversight, and incorporating Pancasila’s
principles into law enforcement practices, Indonesia can achieve a balance between security
and human dignity, maintaining its democratic integrity while effectively combating terrorism.
2. Balancing Counterterrorism and Human Rights: Legal and Practical Challenges in
Indonesia

The fight against terrorism in Indonesia has evolved significantly since the early 2000s,
marked by the enactment of stringent laws, particularly Law No. 15 of 2003 and its amendment
in Law No. 5 of 2018. These laws empower authorities with broader preventive and repressive
measures aimed at combating the rising threat of terrorism, especially after major incidents like
the Bali bombings in 2002. However, despite these efforts, challenges persist in balancing
national security and respect for human rights. A critical examination of the legal framework,
practical implementation, and the underlying principles of Pancasila reveals significant areas
for improvement.

One of the core challenges lies in the preventive detention provisions introduced under
Law No. 5 of 2018. The law allows the police to detain individuals suspected of terrorism for
up to 21 days without charges, extendable for investigation purposes. This extension has drawn
criticism for undermining the right to a fair trial as enshrined in Article 28D (1) of the
Indonesian Constitution and Article 14 of the International Covenant on Civil and Political
Rights (ICCPR). Critics argue that the absence of strict judicial oversight during this period
opens the door to arbitrary detentions and potential abuses of power by law enforcement
authorities

The broad definition of terrorism under Article 1(2) of Law No. 5 of 2018 further

exacerbates these concerns. It encompasses any act that creates widespread fear or disrupts



Terrorism Law Enforcement in Indonesia: Integrating Pancasila in The Fight Against Modern Threats

public services, leaving room for subjective interpretations that could target peaceful dissenters
or minority groups. Reports by Amnesty International and Komnas HAM have highlighted
instances where such broad definitions have been used to justify arbitrary arrests of individuals
with little or no proven connection to terrorist activities. This issue poses a threat to civil
liberties and undermines public trust in the government’s counterterrorism efforts

The tension between national security and individual freedoms is further intensified by
the lack of adequate judicial oversight. The Criminal Procedure Code (KUHAP) mandates
judicial review for severe deprivations of liberty, yet counterterrorism laws operate in a legal
grey area, effectively sidelining these protections. As a result, detainees often lack access to
legal representation or transparent judicial processes, contravening General Comment No. 35
of the UN Human Rights Committee, which stresses the importance of proportionate and
necessary detention practices

In practical terms, the role of law enforcement agencies, particularly Densus 88, is both
critical and controversial. While their proactive measures have successfully thwarted numerous
terrorist plots, reports of excessive force and human rights abuses during operations have been
widely documented. Strengthening internal accountability mechanisms and establishing
independent oversight bodies are essential steps to mitigate these risks and ensure that
counterterrorism efforts adhere to human rights standards.

Another significant issue is the impact of preventive measures on vulnerable
communities, particularly ethnic and religious minorities. Reports by Human Rights Watch
indicate that these communities are often disproportionately targeted, leading to feelings of
marginalization and potential radicalization. This undermines the third principle of Pancasila,
which emphasizes social justice and unity, and highlights the need for a more inclusive and
community-focused approach to counterterrorism

The deradicalization programs implemented as part of Indonesia’s broader
counterterrorism strategy also face challenges. While these programs aim to rehabilitate former
terrorists, their effectiveness is limited by the lack of community reintegration support and
long-term monitoring. Studies indicate that without comprehensive support systems,
participants are at risk of recidivism. Moreover, the perception of injustice caused by
preventive detentions can further undermine deradicalization efforts, as individuals who
perceive their detention as unjust are less likely to reintegrate successfully

Internationally, Indonesia’s counterterrorism framework has been compared to models
in countries like the United Kingdom and France, where preventive detention is subject to strict

judicial oversight and time constraints. In contrast, Indonesia’s extended detention periods and
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lack of independent review mechanisms have been criticized for failing to meet international
best practices. Reforming these provisions to include regular judicial reviews and shorter
detention periods could enhance the balance between security and human rights

The role of digital platforms in spreading radical ideologies has also complicated
counterterrorism efforts. Despite government attempts to block extremist content, terrorist
groups continue to exploit social media to recruit and spread their ideologies. This calls for a
more robust cybersecurity framework that respects freedom of expression while preventing the
dissemination of extremist content. However, the challenge lies in implementing such measures
without resorting to blanket censorship, which could stifle legitimate dissent.

Civil society organizations play a crucial role in advocating for reforms and promoting
transparency in counterterrorism efforts. By engaging with communities, monitoring law
enforcement practices, and holding the government accountable, these organizations contribute
to restoring public trust. Furthermore, incorporating Pancasila’s humanistic values into
counterterrorism policies can create a more balanced approach that emphasizes human dignity
alongside national security.

In conclusion, while Indonesia’s counterterrorism laws have successfully addressed
immediate threats, their long-term effectiveness depends on aligning legal frameworks with
human rights standards. Ensuring judicial oversight, defining terrorism narrowly, and
promoting community-based deradicalization efforts are critical steps towards achieving a
sustainable balance between security and civil liberties. By integrating Pancasila’s values into
these reforms, Indonesia can develop a counterterrorism strategy that not only ensures safety
but also upholds the principles of justice, humanity, and unity.

3. Digital Radicalization and Deradicalization Efforts in Indonesia’s Counterterrorism
Strategy: A Detailed Analysis

The evolving nature of terrorism in Indonesia has introduced a pressing challenge: digital
radicalization, which has become a significant avenue for extremist groups to recruit,
indoctrinate, and coordinate operations. Terrorist organizations have skillfully leveraged social
media and encrypted platforms to bypass traditional security measures. In response, the
Indonesian government has utilized Law No. 19 of 2016 on Electronic Information and
Transactions (EIT Law) to curb the spread of radical content online. However, the law’s broad
language has raised concerns regarding its potential misuse, leading to allegations of overreach
and censorship, which complicates the fight against terrorism without infringing on freedom

of expression.
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The EIT Law grants authorities the power to block websites deemed dangerous, yet
terrorist groups have proven adept at migrating to new platforms faster than government
agencies can act. Social media platforms such as Facebook, Twitter, Telegram, and WhatsApp
have become breeding grounds for extremist content. The failure of existing laws to adapt
quickly to technological advancements has exposed weaknesses in Indonesia’s
counterterrorism strategy. Critics argue that more dynamic legal frameworks are necessary to
combat online radicalization while protecting fundamental civil liberties.

Human rights organizations have raised issues concerning the privacy implications of
increased digital surveillance. Under Article 28F of the Indonesian Constitution, citizens are
guaranteed the right to information and freedom of expression. Therefore, any counterterrorism
efforts involving online monitoring must strike a delicate balance between national security
and individual rights. The Constitutional Court has periodically reviewed these provisions to
ensure they align with both the principles of Pancasila and international human rights
standards, yet the debate remains contentious.

Further complicating the matter, regional disparities in digital literacy and law
enforcement capacity hinder the uniform application of digital counterterrorism measures.
Urban areas benefit from sophisticated monitoring technologies, while rural regions often lack
the necessary infrastructure. This disparity in enforcement not only weakens national
counterterrorism efforts but also creates opportunities for extremist groups to operate in less-
monitored areas, utilizing regional socioeconomic vulnerabilities to spread their ideology.

In addition to addressing online radicalization, Indonesia’s deradicalization programs
have faced scrutiny for their mixed success rates. Programs led by the National
Counterterrorism Agency (BNPT) aim to reintegrate former extremists through education,
vocational training, and psychological counseling. Yet, several studies indicate that a lack of
consistent post-release monitoring and insufficient community support have led to high rates
of recidivism among former convicts. Analysts suggest that these programs are often too
generalized, failing to address the unique social and psychological needs of each participant.
The legal basis for deradicalization initiatives is supported by Presidential Regulation No. 46
of 2010, which mandates the BNPT to implement rehabilitation and reintegration efforts.
However, a lack of inter-agency coordination and the absence of standardized evaluation
mechanisms have limited the effectiveness of these programs. Additionally, local governments
often lack the resources to carry out comprehensive deradicalization strategies, resulting in

fragmented implementation across different regions

310 ALIANSI - VOLUME. 2, NO. 1, TAHUN 2025



e-ISSN : 3031-9706; dan p-ISSN : 3031-9684; Hal. 299-315

Moreover, stigma and societal exclusion remain significant barriers to successful
deradicalization. Former radicals and their families often face social ostracism, which can lead
to re-radicalization. Human rights advocates have called for a community-based approach that
emphasizes social acceptance and economic empowerment. Incorporating Pancasila values—
especially the principles of social justice and humanity—into deradicalization programs could
strengthen reintegration efforts by fostering a sense of belonging and collective responsibility.

International collaboration is another critical aspect of Indonesia’s counterterrorism
strategy. Through partnerships with ASEAN and organizations like Interpol, Indonesia has
benefited from enhanced intelligence-sharing and joint operations. However, ensuring that
these international efforts align with national legal frameworks is a persistent challenge.
International conventions often prioritize aggressive security measures that may conflict with
Indonesia’s humanitarian-focused approach, particularly its emphasis on Pancasila-based
social harmony.

Indonesia has also sought to implement cyber-policing measures to tackle online
radicalization. The Ministry of Communication and Informatics has developed programs to
detect and block extremist content, but these measures are frequently criticized for being
reactive rather than preventive. Additionally, cybersecurity laws remain underdeveloped, with
legal ambiguities creating loopholes that extremist groups exploit.

The need for judicial oversight in counterterrorism efforts has become increasingly
apparent. Allegations of human rights abuses during online monitoring and preemptive arrests
highlight the importance of maintaining legal transparency. Establishing independent review
bodies to oversee counterterrorism operations can ensure that security measures remain aligned
with both constitutional principles and international human rights standards

Furthermore, deradicalization programs need to adopt a multi-disciplinary approach that
involves religious leaders, educators, psychologists, and community activists. This holistic
strategy could mitigate the root causes of extremism, addressing not only ideological
indoctrination but also socioeconomic grievances that fuel radicalization. By embedding
Pancasila values into these efforts, Indonesia can present a uniquely Indonesian solution to a
global problem, promoting unity and tolerance while safeguarding national security

In conclusion, Indonesia’s approach to countering digital radicalization and
implementing deradicalization programs is multifaceted but requires further refinement. The
integration of technological innovation, community-based interventions, and legal reforms
aligned with Pancasila principles offers a pathway toward a balanced counterterrorism strategy

that prioritizes both security and human dignity.
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5. CONCLUSION

Indonesia’s counterterrorism efforts face significant challenges as it balances national
security with respect for human rights. The existing legal framework, including Law No. 15 of
2003 and Law No. 5 of 2018, strengthens counterterrorism measures but often raises concerns
about human rights violations, especially with regard to indefinite detention and the treatment
of suspected terrorists. These tensions highlight the need for a more integrated approach that
upholds the principles of Pancasila, such as social justice and humanity, within the
counterterrorism strategy.

The rise of digital radicalization has made it clear that current laws are inadequate to
address the swift adaptation of extremist groups using digital platforms for recruitment and
propaganda. This necessitates updates to the legal framework, along with enhanced
cybersecurity measures, to protect both national security and individual freedoms.

Additionally, while deradicalization programs are crucial, their inconsistent
implementation and lack of post-release support limit their effectiveness. To improve these
programs, a more holistic approach is needed, one that addresses the social and economic
drivers of radicalization and integrates community-based efforts aligned with Pancasila values..
Lastly, while international cooperation is essential, it must be balanced with respect for
Indonesia's sovereignty and human rights commitments. The future of Indonesia’s
counterterrorism strategy hinges on creating legal frameworks that not only address security
threats but also foster a more inclusive, just society. Integrating the core values of Pancasila
into these efforts will ensure that Indonesia remains both secure and respectful of its citizens'

rights.

6. RECOMMENDATION

To improve Indonesia’s counterterrorism efforts, it is recommended that the government
integrates Pancasila values into counterterrorism policies to balance security and human rights,
updates the legal framework to address online radicalization, and reforms deradicalization
programs to ensure more effective reintegration of former terrorists. Additionally, enhancing
international cooperation and public awareness campaigns, while strengthening oversight and
accountability mechanisms, would address the growing complexity of terrorism while
respecting fundamental freedoms. By aligning counterterrorism efforts with national values,

Indonesia can safeguard both security and human dignity.

312 ALIANSI - VOLUME. 2, NO. 1, TAHUN 2025



e-ISSN : 3031-9706; dan p-ISSN : 3031-9684; Hal. 299-315

REFERENCES

. “Rehabilitation to Deradicalise Detainees and Inmates: A Counter-Terrorism
Strategy.” Journal of Policing, Intelligence and Counter Terrorism 13, no. 2 (2018): 267—
283.

AKRAM, Muhammad, and Asim NASAR. “A Bibliometric Analysis of Radicalization
through Social Media.” Ege Akademik Bakis (Ege Academic Review) (2023).

Al-Marashi, Ibrahim. “Iraq and the Arab Spring: From Protests to the Rise of ISIS.” In The
Arab Spring: The Hope and Reality of the Uprisings, 2nd Edition, 2018.

Benny Jozua Mamoto, Pinilih Waluyo Jati; Mulyadi; “Strategi Polri Dalam Penanggulangan
Terorisme Di Masa Pandemi Covid-19.” Jurnal Ilmu Kepolisian 15, no. 1 (2021): 13-24.

Efendi, Bahtiyar, Anis Mashdurohatun, and Sri Endah Wahyuningsih. “The Reconstruction Of
Values In Handling Terrorism Based On Pancasila.” International Journal of Law
Reconstruction (2022).

Ertiirk, Yakin. “The Political Economy of Peace Processes and the Women, Peace and Security
Agenda.” Conflict, Security and Development 20, no. 4 (2020): 419—4309.

Feradinata, Indra. “Collaborative Policing Dalam Era Kontemporer Untuk Memperkuat
Harkamtibmas.” Jurnal Impresi Indonesia 2, no. 5 (2023): 468—477.

Haripin, Muhamad, Chaula Rininta Anindya, and Adhi Priamarizki. “The Politics of Counter-
Terrorism in Post-Authoritarian States: Indonesia’s Experience, 1998-2018.” Defense
and Security Analysis 36, no. 3 (2020): 275-299.

Hettiarachchi, Malkanthi. “Deradicalization of Terrorist Detainees and Inmates: A Soft
Approach to Counter Terrorism.” In Terrorism and Insurgency in Asia: A Contemporary
Examination of Terrorist and Separatist Movements, 2019.

Hollewell, Georgia F., and Nicholas Longpré. “Radicalization in the Social Media Era:
Understanding the Relationship between Self-Radicalization and the Internet.”
International Journal of Offender Therapy and Comparative Criminology (2022).

Hosen, Nadirsyah. “Separatist, Not Terrorist: Case Studies from Southeast Asia.” In Beyond
Human Rights and the War on Terror, 23-38. New Jarsey: Routledge-Cavendish, 2018.

Kadivar, Jamileh. “Online Radicalization and Social Media: A Case Study of Daesh.”
International Journal of Digital Television (2017).

Lamchek, Jayson. “The Dangers of Human Rights-Compliant Counterterrorism: A Critical

Review of the Indonesian Approach.” ANU College of Law Research Paper 20, no. 8
(2020): 10-28.

Mansour-Ille, Dina. “Counterterrorism Policies in the Middle East and North Africa: A
Regional Perspective.” International Review of the Red Cross 10, no. 3 (2021): 653-679.

Moss, Kate. “Security or Liberty? Human Rights and Protest.” In The Handbook of Security.
New Jersey: Cham: Springer International Publishing, 2022.



Terrorism Law Enforcement in Indonesia: Integrating Pancasila in The Fight Against Modern Threats

Ogunnubi, Olusola, and Uchenna A. Aja. “The De-Radicalization, Rehabilitation and
Reintegration Project in Nigeria’s Counter-Terrorism Strategy: Operation Safe Corridor
in Context.” African Identities (2024).

Parker, David, Julia M. Pearce, Lasse Lindekilde, and M. Brooke Rogers. “Challenges for
Effective Counterterrorism Communication: Practitioner Insights and Policy
Implications for Preventing Radicalization, Disrupting Attack Planning, and Mitigating
Terrorist Attacks.” Studies in Conflict and Terrorism (2019).

Rucktédschel, Kathrin, and Christoph Schuck. “An Analysis of Counterterrorism Measures
Taken by Indonesia since the 2002 Bali Bombings.” Pacific Review 36, no. 6 (2020):
1022-1051.

Sadadi, Puguh. “Intelligence Reform in Indonesia: Transparency and Effectiveness against
Terrorist Threats.” Intelligence Reform in Indonesia, 2019.

Schulze, Kirsten E., and Joseph Chinyong Liow. “Making Jihadis, Waging Jihad:

Transnational and Local Dimensions of the Isis Phenomenon in Indonesia and Malaysia.”
Asian Security 15, no. 2 (2019): 122-1309.

Setiyono, Joko. “Regulatory Strategies and Legal Issues for Countering Terrorism in
Indonesia.” Journal of Legal, Ethical and Regulatory Issues 24, no. 1 (2021): 23-41.

Sriram, Chandra Lekha, Olga Martin-Ortega, and Johanna Herman. War, Conflict and Human
Rights: Theory and Practice (Review). New York: Routledge-Cavendish, 2017.

Suatmiati, Sri, and Edy Kastro. “Legal and Institutional Framework on Counter-Terrorism in
Indonesia.” Jurnal Media Hukum 27, no. 1 (2020): 68—78.

Tan, Andrew T.H. “Evaluating Counter-Terrorism Strategies in Asia.” Journal of Policing,
Intelligence and Counter Terrorism 13, no. 2 (2018): 155-169.

Webber, David, Marina Chernikova, Arie W. Kruglanski, Michele J. Gelfand, Malkanthi
Hettiarachchi, Rohan Gunaratna, Marc Andre Lafreniere, and Jocelyn J. Belanger.
“Deradicalizing Detained Terrorists.” Political Psychology (2018).

Webber, David, Marina Chernikova, Erica Molinario, and Arie W. Kruglanski. “Psychological
Approaches to Terrorist Rehabilitation: Direct and Indirect Mechanisms of
Deradicalization.” In Routledge Handbook of Deradicalisation and Disengagement,
2020.

Weggemans, Daan, and Beatrice de Graaf. Reintegrating Jihadist Extremist Detainees: Helping
Extremist Offenders Back into Society. New York: Routledge-Cavendish, 2017.

Widagdo, Setyo, Kadek Wiwik Indrayanti, and Anak Agung Ayu Nanda Saraswati.
“Repatriation as a Human Rights Approach to State Options in Dealing with Returning
ISIS Foreign Terrorist Fighters.” SAGE Open (2021).

Wolfowicz, Michael, Simon Perry, Badi Hasisi, and David Weisburd. “Faces of Radicalism:

Differentiating between Violent and Non-Violent Radicals by Their Social Media
Profiles.” Computers in Human Behavior (2021).

314 ALIANSI - VOLUME. 2, NO. 1, TAHUN 2025



